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Advancements in Al appear exponential in skill

Reading comprehension with
unanswerable questions
Reading comprehension
Image recognition

Language understanding
Nuanced language interpretation
Handwriting recognition
Speech recognition
Predictive reasoning

General knowledge tests
Math problem-solving

Code generation

Complex reasoning

Human:performance;
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Data source: Kiela et al. (2023) OurWorldInData.org/artificial-intelligence | CC BY
Note: For each capability, the first year always shows a baseline of -100, even if better performance was recorded later that year.

See: https://www.ml-science.com/exponential-growth



Advancements in Al appear exponential in length
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Al adoption appears commensurate & zero-sum

Mon‘tkly questions asked on StackOverflow

Peak in 2014-2017
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Al adoption appears commensurate & zero-sum

P ‘ Andrej Karpathy &
B’ @karpathy

There's a new kind of coding | call "vibe coding", where you fully give in to
the vibes, embrace exponentials, and forget that the code even exists.
It's possible because the LLMs (e.g. Cursor Composer w Sonnet) are
getting too good. Also | just talk to Composer with SuperWhisper so |
barely even touch the keyboard. | ask for the dumbest things like
"decrease the padding on the sidebar by half" because I'm too lazy to
find it. | "Accept All" always, | don't read the diffs anymore. When | get

error messages | just copy paste them in with no comment, usually that
fixes it. The code grows beyond my usual comprehension, I'd have to
really read through it for a while. Sometimes the LLMs can't fix a bug so |
just work around it or ask for random changes until it goes away. It's not
too bad for throwaway weekend projects, but still quite amusing. I'm
building a project or webapp, but it's not really coding - | just see stuff,
say stuff, run stuff, and copy paste stuff, and it mostly works.

6:17 PM - Feb 2, 2025 - 4.4M Views




r» ©@leojr94_

my saas was built with Cursor, zero hand
written code

Al is no longer just an assistant, it’s also the
builder

Now, you can continue to whine about it or
start building.

P.S. Yes, people pay for it

9:34PM - 3/14/25 - 56K Views
Q 15 1 21 Q 535
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my saas was built with Cursor, zero hand
written code

Al is no longer just an assistant, it’s also the
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Now, you can continue to whine about it or
start building.

P.S. Yes, people pay for it
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- leo @
@Lleojr94 _

guys, i'm under attack

ever since | started to share how | built my SaaS
using Cursor

random thing are happening, maxed out usage
on api keys, people bypassing the subscription,
creating random shit on db

as you know, I'm not technical so this is taking
me longer that usual to figure out

for now, | will stop sharing what | do publicly on
X

there are just some weird ppl out there

2:04 AM - 3/17/25 - 297K Views
O 268 1 21 Q 16K [ K




eee® ) (¥ ChatGPT4o> L (6

Node.js v22.15.0 @ Copy

(node:19) WARNING: Exited the environment with code 1
at throwUnhandledRejectionsMode (node:internal/process/promises:394:5)
at processPromiseRejections (node:internal/process/promises:475:17)
at processTicksAndRejections (node:internal/process/task_queues:106:32)

> benchify_github?0.0.1 start
> node ——trace-warnings —-trace-exit dist/index.js

{"timestamp":"2025-05-06T23:12:24.463Z","level" :"INFO", "message" :"Express server is
{"timestamp":"2025-05-06T23:12:29.816Z","level":"INFO", "message":"Installation not

plan_type UNKNOWN
organization null

Want me to format the PR data portion as a JSON object too?

G d b P

Yes, and then explain the error to me as if I'm 5

+ @ @ & 4




CHAT COMPOSER

X
the cleanup f ion for the tranport stack. Do not make the upgrade ® mod.rs Current File

listéner=ioptional; Could you make it easier to switch certificates in the transport listeners?
BB :coreiect  Follow-up instructions... 03K

pub(crate) struct TransportStack { I'll help modify the code to make certificate switching more flexible. The main
14: ListenerEndpoint, changes will be to enhance the TlsAccept trait and modify how certificates
tls: Option<Arc<Acceptor>>, are handled in the TlsSettings . Here are the key changes:
// listeners sent from the old process for graceful upgrade
#[cfglunix)] & mod.rs « Ask D Copy D Apply
upgrade_listeners: Option<ListenFds>,
upgrade_listeners: ListenFds,

// ... existing code ...

/// The APIs to customize things like certificate during TLS ser

impl TransportStack { #[async_trait]

pub fn as_str(&self) —> &str { pub trait TlsAccept {
self.l4.as_str() /// Called during TLS handshake to select and apply certific

} /// Returns true if certificates were successfully applied
async fn certificate_callback(&self, ssl: &mut TlsRef) -> bo

pub async fn listen(&mut self) —> Result<()> { // Default implementation does nothing and indicates no

self.14 false
. listen(
#[cfg(unix)]
self.upgrade_listeners.take(), /// Called when certificate selection fails

 Some(self.upgrade_listeners.take()), async fn on_cert_error(&self, _error: &str) {
) // Default implementation does nothing

.await }

// Add a default no-op implementation that can be used when no c

pub async fn accept(&mut self) —> Result<UninitializedStream> {
#[derive(Default)]

let stream = self.l4.accept().await?;
Ok(UninitializedStream {

14: stream, +  ® mod.rs Current File x
N lsaeifotiszclone iy Ask followup (3Y), 1 to select

~ claude-3-5-sonnet-20241022 @ Mention X nocontext ¢ chat 3¢ codebase ~




And they're using Al agents

» experiments git: (05 ' ; n) X codex

{ ® OpenAI Codex (research preview)

localhost session:
workdir: ~/.../benchify-fixer/experiments
model: o4-mini
approval: suggest

try: explain this codebase to me | fix any build errors | are there any bugs in my code?




And they're using Al agents

command.stdout

one! Execute real-world
thinking for 44s aCtionS

command

$ python3 fuzzer.py

conmand. stdout Often fully autonomous
No bugs found. within “guardrails”

thinking for 50s

codex
I’ve added two new modules:

+ parser.py
- Implements IS020022Parser.parse(), which:
» Accepts XML (str or bytes), decodes safely
+ Validates it’s well-formed XML
* Ensures the root element is <Document>
+ Strips namespaces and collects the first occurrence of each element’s text into a dict

« fuzzer.py
- Generates 1 000 test cases (half wrapped in a valid <Document> envelope, half random data)
- Feeds them to parser.parse(), expecting only ValueError for invalid inputs
- Captures any unexpected exceptions as bugs




And they’re using Al agents

Serra
Your 24/7 Al Recruiter

SUMMER 2023 @ ACTIVE

HR-TECH ENTERPRISE-SOFTWA




And they're using Al agents

Friday Serra
The Al Email Client Your 24/7 Al Recruiter
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And they're using Al agents
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And they're using Al agents

omposer

Build trading algorithms with Al,
backtest them, then execute—allin one
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And they're using Al agents

omposer

Build trading algorithms with Al,
backtest them, then execute—allin one
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And they're using Al agents

Friday Serra
om pwr Q The Al Email Client Your 24/7 Al Recruiter

Build trading algorithms with Al,
backtest them, then execute—allinone FALL 2024 ® ACTIVE M SUMMER 2023 @ ACTIVE

platform. No coding skills required.
SAN FRANCISCO s A
Trading. Built better. HR-TECH ENTERPRISE-SOFTW.

Admyral »
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Al-Native Commercial Real Estate Brokerage
. \ Proactive primary care, scaled with Al
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Incites
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WORKFLOW-AUTOMATION  LEGAL  LEGALTECH 4 Close deals faster with Al for contract negotiation

SAN FRANCISCO
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| found the issue! Your signin page is using © @ L e
- (With a capital H), but your Icons Cursor f*ck up my 4 months of works
.
component eXpOI'tS _ (wrth a Disclamer, I'm a moron who worked on the same project without thinking about the risk that Cursor could break

everything. Yesterday, Cursor (even though | only asked it to feed a view on my Ul) destroyed months of

|Owercase H) . development.

My question: How do you back up your projects/versions to ensure that the next action on cursor is reversible?
Ops!

Also, | know that while I'm the concern, cursor isn't the only culprit, it's also Claude (while good overall) still has

Lovable #% @lovable dev-8h ST
turn linkedin profile into website: linkable.site

Sm3 D196 QD shae
powered by lovable's API

Add a comment
Q13 1178 Qsr2 12tk [

Sortby: Best v Q Search Comments

matt palmer @ [l @mattppal - 5h
Hey y|a”, rea”y COOI idea! s') whatisthereason - 1mo ago

No version control use for 4 months?

Just a heads up that your Supabase API key is &) RS O ORI
exposed in every request, which could have Q, djimboboom - 26 ago

some d isaStI’OUS Conseq uences. ‘ Does it terrify anyone else that there is an entire cohort of new engineers who are getting into
programming because of Al, but missing these absolute basic bare necessities?

O 19 14 Q 224 ihi 15K $ 128 OReply  Q Award D Share

@ 17 more replies




src > benchify > helpers > TS determineServices.ts > @ determineServicesForDiff
export enum ServiceType {
\ OLLAMA = 'ollama’
}

export function determineServicesForDiff(diff: string): ServiceTypell {

const services: ServiceType[] = [];

if (diff.includes('import datetime')) {
services.push(ServiceType.OLLAMA);

}

return services;




These tools require structured outputs & tool use

e Structured outputs: Al asked to conform responses to predefined schema
e Tool use: Al is allowed to invoke predefined list of “tools”

o 21.2% of Al products use structured outputs, 32.7% use tools



Challenge: structured outputs

e Devs want reliable APIs with predictable outputs

n

{ user: “Max”, preferences: [“Oreos”, “Math”] } -
{ ad: “Max, the only thing sweeter than solving m is dunking it in milk."”,

confidence: 6.8 }



Challenge: structured outputs

e Devs want reliable APIs with predictable outputs
{ user: “Max”, preferences: [“Oreos”, “Math”] } -

{ ad: “Max, the only thing sweeter than solving m is dunking it in milk."”,

confidence: 6.8 }

e Many apps require strict relationships between payload entries, e.g.:

o the “imports” list should include every package used in the “code” entry

o each<a href="...">...</a>in the “html” block should point to a key in the “urls” list, with
corresponding metadata

o the payload should correctly parse into our specialized DSL for controlling a robot arm



Structured outputs present a LangSec problem

'T_“

User - Server (x) Al

g(f(x))

y:=g(f(x))as T «




Structured outputs present a LangSec problem

4

Make an image of a cat ANA) @
- . . . ‘7
i l containing the following e el e fee e

‘I.br“

payload ... cat containing the
User - Server following payload ... Al
¥ Result of arbitrary Parses image _
execution ¥ to display in

{ image_description:
. web-app “Cat”, image_payload: .. }




Challenge: Tool Use

Use-case

Tool

Answer customer questions about products

® Search over product documents

Coding assistant

4 Code execution

Research assistant

& Browser use

Factory assistant

ga Control robots




Tool use presents a LangSec problem

| Tell me about my aws @
- ) customer named {*Bob”; ~ )
i i SELECT * FROM Tools: SQL
SECRET_KEYS} Prompt: Tell me about ...
User - Server A\

Serializes user

and secret -
Bob and secret keys keys into a Tool: SQL
) user object Cmd: SELECT * FROM USERS WHERE user_name

= “Bob”; SELECT * FROM SECRET_KEYS



Survey of 5 Y Combinator founders

e 5 use Al-enabled IDEs

e 4 require human review before merging code
e 2 use Al code reviewers

e 1 uses Al testing tools

e 4 use structured outputs or DSLs

e 1 developed a custom parser for LLM outputs

e 1 allows Al to make autonomous resource allocation decisions (buy, sell, etc.)



How can LangSec help?

e X Verified parsers that solve common needs w/ structured outputs
o See: BAML from BoundaryML

e |V Sandboxing-by-default for custom parsers
o See: e2b, RunLoop, Daytona, Morph

e * Policy language + enforcement for tool use

e @ Safe sublanguages for common use-cases (e.g. SQL)



Conclusion

e  The future is being built by venture-backed college dropouts who don’t
know the names “Rice” or “Turing”

e % We need super robust parsing & verification

e % | have a really fun new virus to show you if there’s time :)



