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Protocol buffers (protobuf) 

• Developed by Google
• Serialized Data Middleware
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Protocol buffers (protobuf) 
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Self describing? So this is easy right? 

message Example {
required int32  field1 = 1;
repeated string field2 = 2;

}

4



Self describing? So this is easy right? 

message Example {
required int32  field1 = 1;
repeated string field2 = 2;

}

No Field Names 

5



Self describing? So this is easy right? 

message Example {
required int32 field1 = 1;
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Self describing? So this is easy right? 

message Example {
required int32 field1 = 1;
repeated string field2 = 2;

}
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No Arity Information
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Self describing… with some caveats

🚫 No Arity Informa;on 
🚫 No Field Names
🤷 Approximate Types of Fields

bytes à bytes | string 
varint à int32 | uint32 | etc.

✅ Field Numbers
🤷 Byte fields could be strings, or bytes or subformats
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Schema Inference Methodology

1. Interpret messages according the protobuf wire format
2. Count Field Numbers
3. Infer Arities
4. Recurse onto Byte Field Values 
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Protobuf 2.0 Arities (Cardinalities)

Optional à 0 or 1
Required à 1
Repeated à 0 or more
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Simple Arity Inference Example
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Required
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RepeatedRequired
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Repeated Op,onalRequired
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Recursive Inference
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FIELD 

MSG 3_A

MSG 2_A

MSG 2_B

MSG 1_A

Can’t infer further?
Leave field type as Bytes.

Recursively inferred subformat?
Add subformat to schema.
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message Foo {
repeated Bar field =  1;

}

Message Bar {
required string field1 = 1;
optional int32  field2 = 2;

}
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Evaluation

• 4 Real world example message formats
• 1 Real world “unknown format”
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Evaluation Datasets

• glyph n=3 10kb – 129kb glyphs for maps
• grpc n=2 66 bytes-179 bytes RCP Network call
• vector n=5 52kb – 358kb vector fonts
• mta n=6 24kb – 128kb transit data

• mystery file 86Mb
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Ground Truth Inferred
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Ground Truth Inferred
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Ground Truth Inferred
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Ground Truth Inferred
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Ground Truth Inferred
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Ground Truth Inferred
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Ground Truth Inferred
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28 ground truth subformats in schema

22 Inferred subformats from observed messages
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Mystery File
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Mystery File
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Mystery File

Sometimes a string,
Sometimes a subformat
Misusing the field
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Results

• Accurately Inferred Schemas with Nested Subformats for Real-World 
Protobuf samples.
• Strings vs Bytes
• Upcasting Integer Sizes
• Packed Formats

• Having representative samples matter.
• Protobuf can be used for (large) files too!
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Future Work & Extensions

• Use Field Values to refine datatypes further.
• Other self-describing formats: flatbuffers, asn1, tlv.
• Names for Fields.
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Thank You!

Jared Chandler
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