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I. EXTENDED ABSTRACT

We consider the idea of an attack surface and the ability
to measure an attack surface as instrumental to understanding
the magnitude of vulnerabilities in applications and systems
that are critical to cybersecurity risk assessments in organiza-
tions. However, attack surfaces are an ill-defined concept in
academia and practice [1]-[3]. Thus, we submit to this work-
shop that the ideas inherent in LangSec, non-exploitability,
and insecurity are promising in providing actuarial level pre-
cision in providing a topological understanding of a few key
concepts: (1) Attack surfaces. (2) Conceptualizing theoretical
applications that have attack surfaces of zero. (3) Attack
surfaces of non-zero orders of magnitude.

In practice, attack surfaces appear well-defined. In research,
there is a paucity of explicit definitions and measurement
concepts. For example, practitioner literature defines attack
surfaces as (1) the sum of vulnerabilities, pathways, or meth-
ods—sometimes called attack vectors—that hackers can use
to gain unauthorized access to the network or sensitive data
or to carry out a cyberattack, or (2) The set of points on the
boundary of a system, a system component, or an environment
where an attacker can try to enter, cause an effect on, or extract
data from that system, component, or environment [2]-[4]. In
the above definitions, (1) is measuring all attack vectors while
(2) is measuring points on the boundary of a system. Clearly,
this illustrates the difficulty in understanding attack surfaces to
measure them accurately. This might also explain why attack
surface measurement research has been reduced to entry and
exit points [4]. Given the myriad ways an attacker can enter,
affect, escalate privileges, and extract data from a system or
environment, we contend an attack surface is much more than
described above.

Conversely, the theories embodied in LangSec [5]-[7] are
promising in offering a rejoinder to the discourse on attack
surface measurement. Under these auspices, the attack surface
is the property of the code and property of the data format, and
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if the code is complex, it can involve many states with many
inputs and thus becomes responsible for increasing the attack
surface. The tuple we allude to (E, Q) consist of an exploit
string and a set of weird states that are accessed by the exploit
string. Thus, an attack vector can be described as a sequence
of inputs, F, that map to a subgraph () of the program that
is running on the CPU. This then implies that all the tuples
of the form (E,Q) define an attack surface of a program. In
theory, if we can map exploit strings to actual states in a
program, it is possible to envisage a topological space that
can be manipulated using known mathematical techniques. In
sum, discussing attack surfaces from a LangSec perspective
— as an actual "topological surface” can potentially lead to
interesting findings.
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