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Definition of Attack Surface

The sum of vulnerabilities, pathways, or methods—sometimes called
attack vectors—that hackers can use to gain unauthorized access to
the network or sensitive data or to carry out a cyberattack. [2]

The set of points on the boundary of a system, a system component,
or an environment where an attacker can try to enter, cause an effect
on, or extract data from that system, component, or environment. [6]
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The Good

Framing an attack surface in terms of what is made explicit, e.g. entry
and exit points, contributes to discourse on making systems safer.

What can I do to reduce my attack surface, and thus, reduce risk.

Why is this particular system configuration unsafe?
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The Bad

This illustrates the difficulty in understanding attack surfaces to
measure them accurately. This might also explain why attack surface
measurement research is reduced to entry and exit points [3, 5, 4].

Given the myriad ways an attacker can enter, affect, escalate
privileges, and extract data from a system or environment, we contend
an attack surface is much more than what is described above, and
accordingly, new forms of thinking are needed to measure it.
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Gaps

While the framework works for measuring flaws at the system level of an
application it lacks language to describe security flaws within an
application’s boundary.

How can we describe ROP attacks?

How can we measure the attack surface reduction due to hardening?

How can we measure the complexity of exploitative inputs?
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Weird States

Weird States in a program are defined to be states that are not present in
the IFSM but are in the implementation. We will be using Qcpu

weird . These
states are reachable through the set of exploitative strings.
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Exploitative Strings

Exploitative strings are defined to be the set of strings in the input
language of a program that take a normal state to a weird one. The set
will be referenced as E . Note that E is a subset of the set of input strings
L.
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Redefining Attack Surface

Let’s define the attack surface of an application to be the tuple of weird
states and the set of exploitative strings, (E ,Qcpu

weird).
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Redefining Attack Surface

Having the tuple (E ,Qcpu
weird) leads to some interesting avenues,

Can compare the size of weird states between programs.

Can compare the ”size” of exploitative strings.

Gives a framework to proof security properties of applications.
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Example

Program of interest,

i n t main ( i n t argc , cha r ∗∗ a rgv )
{
p r i n t f (” He l l o ! What ’ s your name?\n”)
cha r u s r i n p u t [ 8 ] ;
g e t s ( u s r i n p u t ) ;
p r i n t f (” He l l o %s !\n” , u s r i n p u t )

}

Now assume we compile it twice,

Binary n

Binary m with DEP/NX enabled
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Sanity Check

We know that the attack surface of binary m is lower than n, so it would
make sense if the exploit string constructed to be more ”complex”. Let’s
work on that...
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Injecting code into n

In order to inject code into n, we have to feed the following input
sn = wp + wrip + waddr + wnop + wsh,

wp, padding required to initiate buffer overflow

wrip, padding to overwrite rip

waddr , address we want to change control flow to

wnop, nop slide

wsh, shell-script to run exploit
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Injecting code into m

Since the stack is now marked as non-executable space, we need to disable
that feature by calling VirtualAlloc(),
sm = wp + wrip + wVA + waddr + wnop + wsh

wp, padding required to initiate buffer overflow

wrip, padding to overwrite rip

wVA, ROP gadget collection to disable VirtualAlloc

waddr , ROP gadget collection to change control flow

wnop, nop slide

wsh, shell-script to run exploit
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That’s neat...

While the example is rather trivial, it shows how to write exploits in this
sort of format to express the difficulty in achieving an advantageous state.

Lots of blog post explaining exploits are shown like this [1]

Beginnings of being able to compare ”complexity” of attack vectors

Potential to expand framework outside of binaries

Easy to understand

topological definition of attack surface
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